ANONYMITY
AND
ONLINE MEETINGS

Today we
will cover
the
following:

➣ Anonymity and Online Meetings
- anonymity and our Traditions
- common issues with anonymity and online platforms
used for meetings
➣ So you want to put your meeting online…
- Options and available platforms
- Zoom, Google Hangouts and GoToMeeting
- how online meetings work; review different features
➣ the “How To’s” of hosting an online meeting
- managing meeting participants
- protecting anonymity
- safeguarding the meeting (preventing “zoombombing”)
- handling disruptions in the moment
➣ how can we help newcomers find our meetings; how can
we help/familiarize oldtimers with the technology
➣ Discuss the consequences of groups continuing to meet in
person during the pandemic

Anonymity and
Online Meetings
John S and Claire B

The Twelve Traditions Illustrated
Pamphlet

https://www.a a .org/assets/en_U S/p43_thetwelvetradiillustrated.pdf

C laire B .

Tradition Twelve

Anonymity is the spiritual foundation of all our traditions, ever
reminding us to place principles before persona lities.

C laire B .

Tradition Eleven
Our public relations policy is based on attraction rather than
promotion; we need alwa ys ma intain anonymity at the level of
press, radio, and films.

C laire B .

Understanding Anonymity Pamphlet
H T T P S ://W W W . A A . O R G /
A S S E T S /E N _ U S /P 47_ U N D E R S T A N D I N G A
N O N Y MIT Y . P D F

C laire B .

https://www.a a .org/assets/en_U S/p44_A AW S lega cy.pdf

J ohn S .

https://www.a a .org/assets/en_U S/mg18_internet.pdf

J ohn S .

So you want to put
your meeting
online…
Will U and David M

How to Move an A.A. Meeting O nline*
Which service to use?

Variety of factors to consider?*
Cost
Ease of Use
Meeting Features
Support
(*From the article https://aasfmarin.org/how-to-move-an-a-a-meeting-online-in-5-simple-steps
posted on the Intergroup Central Office serving San Francisco & Marin County.)

W hich service to use?

Va riety of factors to consider?

“5 Best Open Source Video Conferencing Software Tools for Your Events”
P ublished Nov. 08, 2019 by A d am R o s en thal in B2B Mark etin g
https://blog.ca pterra.com/4-open-source-video-conferencing-tools-for-smallbusinesses/

W hich service to use?

Ma ny groups are using Zoom to
transition to online meetings.

Va riety of factors to consider?

Here’s the ru b : meetings are publicly accessible, and
this presents a series of issues that should be
discussed by all groups hosting online meetings.

For example, full names and faces are
often displayed. Is this considered a break
of anonymity?

So in taking your meeting online, it is suggested
that each group …
W hich service to use?

 rea d and understa nd the priva cy & data policies, and service
agreements of the platform/application you will be using
 discuss anonymity concerns important to the group, and adjust
priva cy settings to address those concerns
riety of factors
to consider?
 Vadiscuss
safety,
and take preventative mea sures adjusting appropriate
settings accordingly
 consider how the group will continue to ca rry the messa ge to
the newcomer
 discuss how the move online will impa ct our Traditions, and
what ca n be done to continue to follow them
 Discuss and develop a ga me plan to dea l with disruptive attendees an
”zoombombers”

Va riety of factors to consider?

“B est practices” and guidelines to protect the
Member and the G roup in Zoom meetings.

GETTING A ZOOM ACCOUNT*
G o to Zoom.us, and click “S ign U p F or F ree” to create an account.
W hich service to use?
Determine if you wa nt a free or pa id Zoom account.
` F ree Account: F ree accounts are ava ilable on Zoom to schedule one-time 40 minute
meetings up to 100 participa nts.
Va` riety
factors If
toyou’d
consider?
P a id of
Account:
like to create a recurring meeting with up to 100 participa nts,
similar to a weekly AA meeting, consider signing up for the pa id options
multiple/recurring 1hr+ meetings with up to 100 participa nts costs only
$14.99/monthly or up to 300 for $19.99/month. Or you ca n find someone that alrea dy
ha s a pa id account to sha re with as ma ny A.A .s ha ve alrea dy signed up for these.
C lick on ” P la ns and P ricing” and purcha se the $14.99 P a cka ge. T hen select
‘Monthly’ billing instea d of ‘Annua l’ and checkout.
(*From the article https://aasfmarin.org/how-to-move-an-a-a-meeting-online-in-5-simple-steps
posted on the Intergroup Central Office serving San Francisco & Marin County.)

SETTING UP YOUR MEETINGS FOR ANONYMITY*
Go to account settings.

W hich
service to use?
1st Create
your profile.
1. enter first name and last initial; as an extra measure of safety, include your service position or something to
indicate that you are “a friend of Bill”
2nd Turn off recordings:
1. Click on the Recordings link on the left.
2. On the right side of the page, turn off the Local and Cloud recording features and click
Save.

of factors
to consider?
3rd TurnVa
offriety
participants
controls:
1. Click on the Settings link on the left.
2. On the right side of the page, turn off: Autosaving
chats, file transfer, screen sharing, virtual
background, and remote control.
4th You’re ready, so schedule a meeting…
1. Click on Schedule a Meeting
2. Check the box for ‘Recurring’ and configure recurring frequency/days.
3. Uncheck “Require meeting password” and Check “Mute participants on entry”
4. Click Save

(*From the article https://aasfmarin.org/how-to-move-an-a-a-meeting-online-in-5-simple-steps
posted on the Intergroup Central Office serving San Francisco & Marin County.)

For the Member:
1. Remove your last name. When you click on “Join a Meeting”, it asks you for the meeting ID and
below that, has a box with your name in it, this may be edited, and this is where you remove
your last name. As an extra measure of safety, include your service position or something to
indicate that you are “a friend of Bill”

John

S,Smith
DCM 72

For the Member:
2. If you’re concerned about your house appearing in the background, consider sitting with your
back facing a wall.
3. If you don’t want to be seen on screen at all, you can
• disable the camera on your device, or
• dial in from your phone so that only your phone number appears, and no video appears.
4. You can also temporarily turn off your camera and/or the audio during the meeting through
the Zoom application, and turn it back on if needed.

X

X

5. Use headphones if you don’t want others in your household to hear the
meeting.

The “How To’s” of hosting
an online meeting
David M and Will U

‘ Z o o m b o m b in g ’

B eco m es a Dan g ero u s
O rg an ized E ffo rt

“…as schools, businesses, support groups and millions of individuals
have adopted Zoom as a meeting platform in an increasingly remote
world, reports of ‘Zoombombing’ or ‘Zoom raiding’ by uninvited
participants have become frequent.
While those incidents may have initially been regarded as pranks or
trolling, they have since risen to the level of hate speech and
harassment, and even commanded the attention of the F.B.I.
The weaponization of Zoom — a videoconferencing app that has
become a de facto social platform for the coronavirus era — is the
latest development in the story of online abuse, the kind playing out
on social networks and darker, unmoderated corners of the internet.”

. . . some groups, pa rticularly women’s meetings, are
experiencing sexua lly predatory and violent beha vior
from meeting pa rticipa nts.
W hile this, too ca n ha ppen in physica l meeting rooms,
the anonymity of the internet provides a shield for the
predators. F ortunately, while not possible to ma intain
absolute security, there are a number of features
ava ila ble to keep meetings safe .*

(*From the article https://aasfmarin.org/managing-meeting-participants posted on the Intergroup
Central Office serving San Francisco & Marin County.)

Keeping
your
meeting
safe…

https://www.a a .org/assets/en_us/f-211_S afetyC a rdforAAG roups.

In the Zoom Settings section:
Scroll through the options in “Meetings” and change the following settings:
 Require encryption for third party endpoints
 Disable auto saving chats
 Disable file transfer
 Disable feedback to Zoom
 Disable end-o—meeting feedback survey
 Disable screen sharing
 Disable desktop/screen share for users
 Disable remote control
 Disable allow removed participants to rejoin
 Disable virtual background (while fun, some trolls have been showing up to online meeting
with vio len t an d po rn o g raph ic im ag es as their b ack g ro u n d .
Excerpt from the article https://aasfmarin.org/zoom-meetings-protecting-anonymity-default-settings
posted on the Intergroup Central Office serving San Francisco & Marin County.)

1st sign in at zoom.us
2nd check your anonymity

3rd control your destiny

Excerpt from the article https://aasfmarin.org/zoom-meetings-protecting-anonymity-default-settings
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Turn Off Recording

X
X

X

In the Zoom Settings section:
Under the Recording
subtab:
• Disable local recording
• Disable cloud recording
• Disable automatic
recording

*excerpt from the article https://aasfmarin.org/zoom-meetings-protecting-anonymity-default-settings
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Set Safe Meeting Default
Settings:

On the Zoom S ettings page, turn
off
participant controls:
1. S ign into Zoom.us.
2. C lick on the S ettings link on the left.
3. O n the right side of the pa ge, in the “In Meeting (B a sic)” section,
and turn o ff:
 Autosa ving chats , file transfe r, screen sha ring, annotations,
whiteboa rd, and remote control.
4. G o to the “In Meeting (Adva nced)” section and turn o ff: virtua l
ba ckground, far end ca mera control, auto-answer group in chat.
*excerpt from the article https://aasfmarin.org/managing-meeting-participants
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Set Safe Meeting Default Settings:
Identify a Meeting Chair AND a Co-Host
F or starters, elect two to four co-hosts, depending on the size of the meeting. C ohosts will take on the responsibility of ma intaining order during the online meeting
by ma na ging the participa nts. T his allows the meeting C ha ir to focus on the
meeting, while the co-hosts focus on ma na ging participa nts and the meeting
controls. C o-hosts are assigned during a meeting and ca nnot start a meeting.

To assign a Co-Host:
1. S ign into Zoom.us.
2. C lick on the S ettings link on the left of the screen.
3. S croll down to the C o-host option on the Meeting tab and verify that the setting is
ena bled.
4. Turn on C o-Host. If a verification dia log displays, choose Turn O n to verify the
cha nge.
Excerpt from the article https://aasfmarin.org/managing-meeting-participants posted on the
Intergroup Central Office serving San Francisco & Marin County.)
Zoom support article. https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting

Dealing with Disruptive Participants During a Meeting:
Security Window: Meeting hosts can access a S ecurity window in Zoom to
quickly remove participants, and turn on and off some controls to disrupt the
disruptors, and put an end to their antics.
1. G o to the S ecurity window at the bottom
of the screen.
2. S elect “R emove P articipa nt”
3. F ind the na me of the disrupter by
either scrolling or sea rching in the window.
If you don’t see the S ecurity icon, then click
on “P articipa nts” and find the
meeting problem child and click “More.”
Participants

F rom this window, you ca n “R emove P a rticipa nt,” which is the quickest wa y to
remove a meeting disrupter (or problem child). You ca n also turn off chat,
sha ring screens, and pa rticipa nt rena ming from this window.
*excerpt from the article https://aasfmarin.org/managing-meeting-participants
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Dealing with Disruptive Participants During a Meeting:
Participants Window: The meeting P articipants window offers control over
most aspects of your meeting and those attending. Zoom has a 10 minute long
video that is worth viewing for all meeting Chairs who will host Zoom meetings
and anyone who plans to co-host a meeting as well.

https://support.zoom.us/hc/en-us/articles/201362603-Host-and-co-host-controls-in-a-meeting
*citing the article https://aasfmarin.org/managing-meeting-participants
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Dealing with Disruptive Participants During a Meeting:
Participants Window (- continued - )
In the “S ecurity” window, you ca n also ma na ge disruptive pa rticipa nts.
1. C lick on “Ma na ge P a rticipa nts” on the Zoom toolba r.
2. F ind disruptive attendee’s na me and then click “Mute” or “Sto p Video.”
3. C lick on “More” and select “R emove.”

*excerpt from the article https://aasfmarin.org/managing-meeting-participants
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Dealing with Disruptive Participants During a Meeting:
Chat Settings:
Participants

1. C lick on C hats on the Zoom toolba r.
2. C lick on the “More” button on the bottom of the C hat window.
3. U nder “Allow P a rticipa nts to C hat W ith” hea ding, select “Host O nly” or “No
O ne.”
*excerpt from the article https://aasfmarin.org/managing-meeting-participants
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Dealing with Disruptive Participants During a Meeting:
Turn Off Participants Ability to Mute/Unmute Themselves: This function will keep
disruptive person from being able to unmute themselves and interrupt the meeting verbally.
BUT it will also mean the host and cohost will have to manually unmute each speaker.

1. G o to the P articipa nts window at the bottom of the screen.
2. C lick on “More.”
3. U ncheck “Allow P articipa nts to U nmute T hemselves”

*excerpt from the article https://aasfmarin.org/handling-meeting-disruptions-in-the-moment
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Dealing with Disruptive Participants During a Meeting:
Prevent participant from Renaming Themselves: If people are using this function to
make offensive slurs and/or use violent words visible on the Participants window, you can
uncheck this option to prevent them from showing renaming.*
1. G o to the S ecurity window at the bottom of the screen.
2. C lick on “More.”
3. C lick on “Allow P a rticipa nts to R ena me T hemselves” and
ma ke sure the check mark is removed so the function is
turned off.

*Excerpt from the article https://aasfmarin.org/handling-meeting-disruptions-in-the-moment
posted on the Intergroup Central Office serving San Francisco & Marin County.)

Plan ahead to ensure meeting set-up for anonymity and
safety*

 take a group conscience rega rding screen sharing, mute and unmute privileges, chat
settings among pa rticipa nts and more.
 Ma ke sure your Zoom meeting is set up for anonymity by disa bling these settings.
 E nsure that all meeting C ha irs ha ve access to Host controls so they ca n take control of
the meeting when the safety of the members is compromised.
 Train the host/Cha ir on how to kick out attendees who become disruptive.
 F or closed meetings: C onsider using a private Zoom meeting link for the meeting and
send only to phone list members.
 N ewcomers: C onsider hosting newcomer meetings with public links, but ena ble the
W a iting R oom, so the host/Cha ir ha s to allow everyone in the meeting.
 C onsider asking that your District and/or Intergroup rea ch out to local reha b centers
and let them know about new safety protocols.
*From the following articles (links found on Resources page):

1 Protecting Anonymity Default Settings” article posted on the Intergroup Central Offc. serving San Francisco &

Marin Cty.)
2 Zoom Blog securing your Classroom
3 Zoom PDF Best Practices securing your Meeting

How can we help newcomers
find our meetings; and what
about oldtimers… how
can we help familiarize
them with the
technology?
Joe G and Rita S

PUBLIC INFORMATION
OUTREACH
CORRECTIONS AND TREATMENT
FACILITIES

GUIDE LETTERS

Area 59 Public Information Initiative during
COVID-19

Area 59 Public Information Initiative during
COVID-19
Newspaper PSA

Radio PSA

Public Bulletin Board PSA

Prepare for the Newcomer

Prepare for the Newcomer

Prepare for the Newcomer

Discussion: what are the
consequences of groups
continuing to meet
in-person during
the pandemic?
Rita S and Will U

A COVID-19
LESSON

BEST PRACTICES AND CONSIDERATIONS:
1. County, state and CDC and health department guidelines and recommendations.
2. Contingency plan.
.3. Allow for social distancing.
4. Inform the group if exposed to Covid-19.
5. Stay home if sick or exposed to Covid-19.
6. Disinfect commonly used areas.
7. Refrain from shaking hands and hugs.
8. Wear masks and wash hands.
9. Refrain passing items like the 7th Tradition basket..
10. Do not serve coffee or food.
11. Respect others’ choices about the precautions they are taking.
12. Inform attendees about access to online meetings.
13. Once suspended meetings return to face to face, continue best practices to protect our
members who are immune compromised or at a higher risk for compilications.

Once locations are open and more groups decide to
resume face to face meetings, it is suggested that
the best practices continue to be followed. We
have members among us who are immune
compromised or at higher risk of complications
from being infected from Covid-19.

R esources (A.A.
Understanding Anonymity
Literature): (pamphlet)
A.A. G uidelines on Internet
Anonymity Online

(service materials )

Anonymity Card
Anonymity in Digital Age

(flyer/placard)

S afety Card
S afety in A.A. (service materials)

https://www.a a .org/assets/en_U S/p47_understa ndinga nonymity.pdf
https://www.a a .org/assets/en_U S/mg-18_internet.pdf
https://www.a a .org/assets/en_us/smf-197_en.pdf
https://www.a a .org/assets/en_us/f-20_a nonymityca rd.pdf
https://www.a a .org/assets/en_U S/e n_a nonymitypla ca rd.pdf
https://www.a a .org/assets/en_us/f211_S afetyC a rdforAAG roups.pdf
https://www.a a .org/assets/en_U S/s mf-209_en.pdf

Twelve Traditions Illustrated https://www.a a .org/assets/en_U S/p-43_thetwelvetradiillustrated.pdf
A.A.’s Legacy of S ervice https://www.a a .org/assets/en_U S/p-44_A AW S lega cy.pdf

R esources:
“How to Move to an Online Meeting…”Article posted on the Intergroup Central Offc. Serving San Francisco & Marin Cty.)
https://aasfmarin.org/how-to-move-an-a-a-meeting-online-in-5-simple-steps
Zoom PDF Best Practices securing your Meeting:
https://zoom.us/docs/doc/Securing%20Your%20Zoom%20Meetings.pdf
Zoom Blog securing your Classroom:
https://blog.zoom.us/wordpress/2020/03/27/best-practices-for-securing-your-virtual-classroom/
“Protecting Anonymity, Default Settings” Article posted on the Intergroup Central Offc. serving San Francisco & Marin Cty.)
https://aasfmarin.org/zoom-meetings-protecting-anonymity-default-settings
“Zoombombing Becomes a Dangerous Organized Effort” Lrenz, Taylor & Alba, Davey, New York Times, April 3, 2020
“Managing Meeting Participants” Article posted on the Intergroup Central Offc. serving San Francisco & Marin Cty.)
https://aasfmarin.org/managing-meeting-participants
Zoom Support article: https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting
“Handling Meeting Disruptions in the Moment” Article posted on the Intergroup Central Offc. servingSan Francisco &
Marin Cty.)
https://aasfmarin.org/handling-meeting-disruptions-in-the-moment

To summarize, when hosting a meeting online, it is
suggested that each group …
W hich service to use?

 rea d and understa nd the priva cy & data policies, and service
agreements of the platform/application you will be using
 discuss anonymity concerns important to the group, and adjust
priva cy settings to address those concerns
riety of factors
to consider?
 Vadiscuss
safety,
and take preventative mea sures; dig deep into ”setting
and turn the appropriate ones on/off to safe gua rd your meeting
 consider how the group will continue to ca rry the messa ge to
the newcomer
 discuss how the move online will impa ct our Traditions, and
what ca n be done to continue to follow them
 pla n ahea d: discuss and develop a ga me plan to dea l with disruptive
attendees and/or ”zoombombers”

